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1. Enrolling the Domain Controller Certificate onto the Windows Domain Controller

This section assumes you have already customized and installed Entrust Entelligence Security Provider for Windows.  For more information, refer to the Entrust Entelligence Security Provider for Windows Administration Guide.

The section includes:

· Adding the Entrust Computer Digital ID Snap-In 

· Adding the Windows Smart Card Logon certificate in Security Manager Administration (for LDAP Directory users)

1.1. Adding the Entrust Computer Digital ID Snap-in
To enroll the Windows Domain Controller certificate, use the Entrust Computer Digital ID Snap-in tool.

To add the Entrust Computer Digital ID Snap-in 

· Click Start > Run. 
· The Run dialog box displays.

· In the Open field type MMC and click OK.

· The Microsoft Management Console dialog box appears
· In the Console dialog box, click File > Add/Remove Snap-in. 
· The Standalone tab on the Add/Remove Snap-in dialog box appears.

· Click Add. 
· The Add Standalone Snap-in dialog box appears.

· In the Add Standalone Snap-in dialog box, select Entrust Computer Digital ID Snap-in and click Add. 
· The Select Computer page appears.

· Select the computer you want the Entrust Computer Digital ID Snap-in to manage:
· Local computer
· Another computer (remote desktop) 
· Refer to the Microsoft Management Console online Help available through the Help menu for further procedural information.

· After selecting Local computer or completing the Another computer steps, click the

· Close button on the Add Standalone Snap-in dialog box. 
· The Entrust Computer Digital ID Snap-in appears on the Standalone tab of the Add/Remove Snap-in dialog box.
· Click OK in the Add/Remove Snap-in dialog box.
· You successfully added the Entrust Computer Digital ID Snap-in.
· Log in to Security Manager Administration. Refer to “Logging in to Security Manager Administration” in the Entrust Authority Security Manager Administration 7.1 User Guide.
· Click Users > New Users.

· The New User dialog appears.

· On the Naming tab, select Web Server from the Type drop-down menu.

· In the Name field, type a name for your Domain Controller entry.

· In the Add to field, select the searchbase to which you want the Domain Controller associated from the drop-down menu.

· Click the General tab, and select End User from the User role drop-down menu.

· Click the Certificate Info tab, and select Windows Smart Card logon as the certificate Type.

· Click OK.

· Your Domain Controller entry is created.  Complete the following procedure to configure your Domain Controller for Windows Smart Card Logon.

· On the subjectAltName tab, click Add and select MsGUID from the Select component name section. 

In the Enter component value section, enter your Domain Controller’s Global Unique Identifier (GUID) in the ASCII HEX (dashes allowed) field.

<GUID> (For example: 3F2504E0-4F89-11D3-9A0C-0305E82C3301)
NOTE: For more information on how to determine your Domain Controller GUID, visit Microsoft Support.
· Click OK.
Click the Certificate Info tab, and select Windows Smart card Logon from the Type drop-down list

This step ensures that the Microsoft-required Client Authentication and Server Authentication extension and the BMP data value Domain Controller are added to the certificate.

Click OK.

If the User Type dialog box appears, select User and click OK.

When the Authorization Required dialog box appears, enter your password and click OK. 
The Operation Completed Successfully dialog box appears.  This dialog includes the required activation codes for enrollment. 

Record the activation codes in the Operation Completed Successfully dialog box in a secure manner according to your organization’s deployment of Security Manager.

Click OK on the Operation Completed Successfully dialog box.
Note: If you clicked OK in the Operation Completed Successfully dialog box without recording the activation codes, you can find these codes in the User Properties dialog box.
You have successfully configured your Domain Controller for Windows Smart Card Logon.
2. Enrolling the Domain Controller with Entrust Entelligence Security Provider for Windows

Complete the following procedure to enroll your Domain Controller for a Computer digital ID.

To enroll your Domain Controller for a Computer digital ID

· Click Start > Run.
· The Run dialog appears.

· In the Open field, type MMC and click OK.

· The Microsoft Management Control dialog appears.

· Click File > Open and choose the .msc file that you created for the Entrust Computer Digital ID Snap-in in the procedure “Adding the Entrust Computer Digital ID Snap-in”.
· The Entrust Computer Digital ID option displays under the Console Root folder in the left pane. 

· Right-click on Entrust Computer Digital ID in the tree on the left pane and select Enroll Computer for Entrust Digital ID from the options list.

· The Enroll Computer for Entrust Digital ID wizard appears.

· Click Next.

· Enter in the activation codes for your Domain Controller and click Next.  You can locate the activation codes in Security Manager Administration in the User Properties dialog box of your Domain Controller entry.
· Click Next.

· Click Finish.

Your Domain Controller now has an Entrust Computer Digital ID.

3. Distributing the CA certificate to the trusted root store of all Domain Controllers 

If you are using an LDAP directory, all parties must trust the root certification authority (CA) to which the issuing CA chains.  To distribute the root CA to the trusted root store of all Domain Controllers, you must complete the following procedures.  

Export the root CA

Add the root CA to the trusted roots in an Active Directory Group Policy Object

Add the party issuing the CA to the NTAuth Store in Active Directory

To export the CA certificate

· Click Start > Run.
The Run dialog appears.

· In the Open field, type MMC and click OK.

The Microsoft Management Control dialog appears.

· Click Console > Add/Remove Snap in.
The Add/Remove Snap-in window appears.

· Click Add.

The Add Standalone Snap in window appears

· Select Certificates and click Add.

· Select Computer Accounts and click Next.

· Select Local Computer and click Finish.

· Click Close to close the Add Standalone Snap in window.

· Certificates (Local Computer) appears in the Add/Remove Snap in window.

· Click OK.

· Double-click Certificates (Local Computer) in the left pane, and double-click Personal > Certificates.

· In the right pane, right-click your certificate and select All Tasks > Export.

· The Certificate Export Wizard appears.

· Click Next and complete the steps in the Certificate Export Wizard.  

NOTE: The certificate must be in Base64 Encoded X.509 (.cer) format.
You have successfully exported your certificate.
3.1. To add the CA certificate to the Active Directory trusted root store

· Click Start > Programs > Administrative Tools > Active Directory Users and Computers.

The Active Directory Users and Computers window appears.

· In the left pane, right-click on your domain folder and click Properties.

· Click the Group Policies tab.

· Click Default Domain Policy Group Policy and click Edit.
The Group Policy window appears.
· In the left pane, click Computer Configuration > Windows Settings > Security Settings > Public Key Policies.
· Right-click Trusted Root Certification Authorities, select All Tasks > Import
The Certificate Import Wizard appears.

· Click Next and complete the steps in the Certificate Import Wizard.

3.2. To add the party issuing the CA certificate into the NTAuth Store in Active Directory

Use the command-line utility Certutil.exe to import your certificate into the NTAuth store.  

Certutil.exe is installed with Windows 2003 Server and is available as part of the Windows 2003 Administration Tools Pack.  This pack is available for download from the Microsoft website at:

http://www.microsoft.com/downloads/details.aspx?FamilyID=c16ae515-c8f4-47ef-a1e4-a8dcbacff8e3&amp;DisplayLang=en 
Open a command prompt window. Type the following command and press Enter:
certutil -dspublish -f <filename> NTAuthCA

where <filename> should be replaced with the file name of your CA certificate that you exported and imported in the previous steps.

You have successfully added the third-party issuing the CA certificate into the NTAuth Store in Active Directory. 
4. Configuring for Windows Smart Card Logon
When setting up an environment for Windows Smart Card Logon, Microsoft Active Directory or an LDAP Directory can be used as the certificate repository.

This section discusses how to add the UPN so Microsoft can identify a user on a smart card.  Automatic UPN retrieval is only supported if Active Directory is used as the main directory.  It is not supported if another type of LDAP Directory is the main directory. 

This section includes:

· Adding the userPrincipalName value to users (for LDAP Directory users only)

4.1. Adding the userPrincipalName (UPN) value to users
If you are using an LDAP Directory as your main Directory, you must add the UserPrincipalName (UPN) value for each user.  This configuration is accomplished by editing the SubjectAltName property using Security Manager Administration.

You cannot auto-populate the UPN field using an LDAP Directory as your main Directory.

To add the UserPrincipalName value to users

Log in to Security Manager Administration. Refer to “Logging in to Security Manager Administration” in the Entrust Authority Security Manager Administration 7.1 User Guide.

· In the left pane, click Users and select the specific user from the list of users in the right pane.

· Right-click the user and select Properties from the options list.

· The User Properties dialog appears.

· Select the subjectAltName tab.

· From the subjectAltName tab, click Add and select User Principal Name from the Select component name section.  

· In the Enter component value section, enter the UPN in the userPrincipalName field.  The syntax for the UPN is as follows:

HenryLi@MyCompany.com

NOTE: If you are adding a UPN value to a user whose subjectAltName already contains a value, separate the values using a space only (no comma).
· Click OK.

You have added the userPrincipalName value to the user’s information in the LDAP Directory.

5. Troubleshooting

This section tests for 
· network access to the CA and CDPs
· access to the card reader
· ability to communicate with the smart card

· inspect the card and certificates

· confirm the  proper certificates in the NTAuth store
5.1. Network Connectivity

Test connectivity to ldap.treas.gov on ports 389 (LDAP) and 636 (LDAPS); and test connectivity to oca.treas.gov on ports 710 (ASH) and 829 (PKIX-CMP) using the following telnet commands from a command prompt.
· telnet ldap.treas.gov 389

· telnet ldap.treas.gov 636

· telnet oca.treas.gov 710

· telnet oca.treas.gov 829

· telnet ocsp.treas.gov 80

A blank screen is an indication of success, type ctrl-] and type quit to escape the telnet session.

5.2. Access to the Smart Card

· Confirm the ActivClient software is installed

· The green light on the read should be blinking green

· Using the ActivClient  utility, log into the card 

· Examine the certificates installed on the card. Look for a misnamed User Principal Name or wrong Extended Key Usage

5.3. Confirm NTAuth Store 
If the CA that issued the Smart Card Logon certificate or the Domain Controller certificates is not properly added to the NTAuth store, the smart card logon process does not work. End-users see the following error:

Unable to verify the credentials
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